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Picture this: You're building a fraud detection system for your financial services company. Traditional rule-based
approaches catch maybe 60% of fraudulent transactions, but you need something smarter. Something that can learn

patterns humans miss.

That's where neural networks come in.

Neural Network Architectures: From Perceptrons to Transformers

Perceptron MLP CNN RNN /LSTM Transformer
(Multilayer (Convolutional (Recurrent Neural
Perceptron) Neural Network) Network / Long

Best for: Short-Term Best for:

linear decisions Best for: general Best for: Memory) long-context
tabular patterns images / grids language/vision

Best for: )
Key idea: Key idea: Key idea: sequences / time Key idea:
weighted sum + * stacked layers * convolutions + * self-attention

> activation o pooling Key idea:
I stateful memory %%5
Main limitation: @: Fﬁ_é @ 4@—[}»

Ll
can't learn XOR

Main limitation:

Main limitation: Main Iimi.tation: Main limitation: quadratic attention
parameter-heavy adversarial sequential + cost
brittleness long-range difficulty

Choose architecture by data structure: grid, sequence, or global context.

Figure: The evolution of neural network architectures—from simple perceptrons to the Transformer models powering
today's Al revolution.

Starting Simple: The Building Blocks That Power Everything

Your neural network journey starts with the perceptron — think of it as a digital decision-maker. Here's how it works: it
takes your inputs (transaction amount, location, time), multiplies each by a learned weight, adds them up with a bias term,
and runs the result through an activation function to make a yes/no decision.

Perceptron Architecture

Inputs Weights Sum Activation Output Function x, > w, | —P I —Ph(2)
> §x, > w, | | [ Xs > w, I'| | bias(b) Where: z = wyx, +

WoXo + WeXs+ by =h(z) =1ifz>0, else 0
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Simple Perceptron Implementation

import numpy as np

class Perceptron:
def init (self, input size):
# Initialize weights and bias randomly
self.weights = np.random.randn (input size) * 0.1

self.bias = np.random.randn() * 0.1

def forward(self, inputs):
# Compute weighted sum + bias
z = np.dot (inputs, self.weights) + self.bias

# Apply activation function (step function)

return 1 if z > 0 else 0

def predict(self, X):
# Predict for multiple samples

return [self.forward(x) for x in X]

# Example: Fraud detection perceptron

fraud detector = Perceptron (input size=3)

# Input: [transaction_amount, location_risk, time_ risk]
transaction = [1500, 0.8, 0.3]
prediction = fraud detector.forward(transaction)

print (f"Fraud prediction: {prediction}") # 0 or 1

But here's the catch. A single perceptron can only draw straight lines through your data. It's like trying to separate apples
from oranges when they're mixed in a complex pattern — you need more than one straight cut. The famous XOR problem
proves this limitation: a single perceptron simply can't learn this basic logical operation.

Enter multilayer perceptrons (MLPs). Stack multiple layers of these decision-makers together, and suddenly you can learn
incredibly complex patterns. With enough neurons, an MLP can approximate virtually any function — that's mathematical
fact, not marketing hype.

MLPs powered early pattern recognition systems and still handle generic classification tasks today. But they come with a
cost: every input connects to every neuron, creating massive parameter counts for high-dimensional data like images.
Plus, they treat a pixel in the top-left corner the same as one in the bottom-right — they have no built-in understanding of

spatial relationships.

CNNs: The Vision Revolution That Changed Everything

Remember when radiologists took hours to analyze a single MRI scan? Today, convolutional neural networks (CNNs) can
spot tumors in seconds with superhuman accuracy. That's not magic — it's smart engineering.

Here's what makes CNNs different: instead of treating every pixel independently like MLPs do, CNNs understand that
neighboring pixels matter. They use small filters (called kernels) that slide across your image like a magnifying glass,
detecting patterns at every location. Pool those detections, stack more layers, and you get a hierarchy that goes from
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simple edges to complex objects.

CNNs: From Pixels to Features
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Figure: CNN architecture—convolutional filters detect local patterns, pooling reduces dimensionality, and fully connected
layers make final classifications.

CNN Processing Pipeline
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CNN Layer Implementation

import torch
pBidelokadins woianis | aia EiC e

import torch.nn.functional as F

class SimpleCNN (nn.Module) :

# Convolutional layers
FRlE Convi = mn.Comvae (3, 32,
self.pooll = nn.MaxPool2d (2,

self.pool2 = nn.MaxPool2d (2,

# Fully connected layers

def forward(self, x):

def init (self, num classes=10):

super (SimpleCNN, self). init ()

kernel size=5, padding=2)

2)

self.conv2 = nn.Conv2d (32, 64,

2)

SRILE  CiieieuE = M DErepeut (0. 5)

Ramnel, @ilwe=s, peckhlng=2)

self.fc2 = nn.Linear (512, num classes)

# First conv block: Conv - ReLU - Pool

x = self.pooll(F.relu(self.convl (x)))

#:Second corv biock: Cony COREEINESNPEET

x = self.pool2(F.relu(self.conv2(x)))

# Flatten for fully connected layers

= =2 Rovilaw(=l, 64 © 8 = §)
# Classification layers

x = F.relu(self.fcl(x))

x = self.dropout (x)

x = self.fc2(x)

return x

# Example usage
model = SimpleCNN (num classes=10)

output = model (input image)

Think of it like this: a CNN scans an image the same way your eye does, building understanding from local details to global
context. The genius lies in weight sharing — the same edge detector works whether it's looking at the top-left or bottom-
right corner of an image. This translation invariance means a CNN trained on centered faces can recognize off-center ones

too.

The results speak for themselves. Every major breakthrough in computer vision — from ImageNet champions to medical
diagnosis systems — runs on CNNs. When you upload a photo to social media and it automatically tags your friends, that's

a CNN at work.

input image = torch.randn(l, 3, 32, 32)

print (f"Output shape: {output.shape}")

# 3 input channels, 32 output

# 2x2 max pooling

# 32 input,

# Batch=1, RGB=3, 32x32 image

64 output

self.fcl = nn.Linear (64 * 8 * 8, 512) # Flattened: 64 channels * 8x8 spatial

# [1, 10] - probabilities for 10 classes
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CNNs in Your Business

Healthcare Applications

e . Cancer detection in mammograms
* . Retinal disease diagnosis

* . Medical image analysis

Manufacturing

e . Quality control inspection
* .« Defect detection

e . Automated visual testing

Security

e . Face recognition systems
* .« Behavior analysis

e . Surveillance monitoring

Retail

e - Visual search
e - Inventory management
e . Customer analytics
CNNs aren't magic bullets. They're data-hungry beasts requiring millions of labeled examples and serious computational

power. Your training costs will likely require GPU clusters, pushing infrastructure expenses into six figures for complex
applications.

They're also brittle. Add carefully crafted noise to an image - invisible to humans — and your CNN might confidently
misclassify a stop sign as a speed limit sign. That's not just an academic concern - it's a security vulnerability in
production systems.

RNNs and LSTMs: When Order Matters

Your customer just called support, and they're frustrated. The transcript reads: "My account was charged twice for the
same transaction." A regular neural network sees isolated words. But recurrent neural networks (RNNs) understand the
story unfolding word by word.

Here's the breakthrough: RNNs maintain memory. At each step, they combine the current input with their "mental state"
from previous steps. Think of reading a mystery novel — each new clue makes sense only in context of what you've read
before. That's exactly how RNNs process sequences.
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RNN Memory Flow

Time steps: t=1t=2 t=3 t=4 Inputs: X, Xo Xs Xa | | | | Y ¥ ¥ ¥ 1 r 1 d

h »| h,| »| hsl > hl >'—H '—H '—H ——1lllvvw
VY Vi Y2 Vs Ya Where: hy = tanh(WynXt + Whyhe + bp) vy = softmax(Whyht + bY) Memory flows horizontally (h, = h, = h; = hy)
Information accumulates over time steps

When an RNN reads "My account was," it stores that context. When it sees "charged twice," it connects this to the
account context. By "same transaction," it understands this is a duplicate charge issue, not a balance inquiry or password
reset.

Basic RNNs have a fatal flaw: amnesia. The longer the sequence, the more they forget the beginning. Imagine trying to
understand a book where each page makes you forget the previous chapter — that's gradient vanishing in action.

Long Short-Term Memory (LSTM) networks solved this crisis with gated memory cells. Think of an LSTM as having three
intelligent assistants:

LSTM Gating Mechanism

Input: x( Previous State: h(, Previous Memory: C., |||V ¥V ¥

1 | LSTM Cell
[T 1o 1o ||||ForgetlIInputIIOutputI|||Gate||Gate
[l Gate [I11fllicllocll] ! [ 1 ' LT Y 9 9] Cx
+xX(xich(]| L 11w | | New Memory C |
' I | v Next

State: h( Gates decide: f( = What to forget from memory? ii = What new info to store? o = What to output based on
memory?
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LSTM Implementation

import torch

import torch.nn as nn

class SimpleLSTM(nn.Module) :
def  init_ (self, vocab size, embed dim, hidden dim, num_classes):

super (SimpleLSTM, self). init_ ()

# Embedding layer for text

self.embedding = nn.Embedding(vocab size, embed dim)

# LSTM layer
self.lstm = nn.LSTM(embed dim, hidden dim, batch first=True)

# Classification head
self.classifier = nn.Linear (hidden dim, num classes)

self.dropout = nn.Dropout (0.3)

def forward(self, x):
# Convert token indices to embeddings

embedded = self.embedding (x) # [batch, seq_len, embed dim]

# LSTM processing
lstm out, (h n, c n) = self.lstm(embedded)

# Use final hidden state for classification
final _hidden = h n[-1] # Last layer's final hidden state
final hidden = self.dropout(final hidden)

# Classification
output = self.classifier(final hidden)

return output

# Example: Sentiment analysis LSTM
model = SimpleLSTM(vocab size=10000, embed dim=100,

hidden dim=128, num classes=2)

# Process a batch of sentences (token indices)
sentences = torch.randint (0, 10000, (32, 50)) # 32 sentences, 50 tokens each
predictions = model (sentences)

print (f"Sentiment predictions: {predictions.shape}") # [32, 2] - pos/neg for each

LSTM Business Applications

Customer Service

Chatbots that remember conversation context across multiple turns

Financial Trading

Algorithms that learn from market sequences and price patterns
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Manufacturing

Predictive maintenance based on sensor time series data

Healthcare

Patient monitoring systems tracking vital sign patterns
RNNs have a fundamental bottleneck: they're sequential by design. While modern GPUs excel at parallel processing, RNNs
must process input step-by-step. This creates a speed penalty that grows linearly with sequence length.

Even LSTMs struggle with extremely long sequences - think processing entire books rather than paragraphs. They're also
sensitive to noise and require careful hyperparameter tuning.

Transformers: The Architecture That Conquered Al

In 2017, Google researchers published a paper with a bold claim: "Attention Is All You Need." They weren't talking about
meditation — they were announcing the death of sequential processing in Al.

Transformers shattered the RNN paradigm by processing entire sequences simultaneously. Instead of reading word by
word like humans do, Transformers see the entire document at once and decide which parts deserve attention. Think of it
like having superhuman peripheral vision — you can focus on multiple important details simultaneously without losing track
of the big picture.

Self-Attention: Q, K, V and Multi-Head Attention

A B C D E
Token strip Projection Attention Scores Output Multi-Head Attention
o i) o - a5 i)
Head 1 Head 2 Head 3
The QKT
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. W o Q Q Q
sat - . Attention - V ; 5 ;
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Figure: Multi-head self-attention—each head learns different relationship patterns, enabling the model to capture
grammatical, semantic, and contextual dependencies simultaneously.
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Self-Attention Mechanism

Input Sequence: "The cat sat on the mat" Step 1: Create Query (Q), Key (K), Value (V) for each word

Word | Query Key Value The | gq ks vs cat | gz ka V2
sat | gs ks Vs on | s Ka Vs the | gs ks Vs mat | ge ke Vs Step 2: Compute attention scores (Q-K relationships)

The cat
sat on the mat The | 0.9 0.1 0.2 0.1 0.8 0.1 ¢ "The" attends to "the" cat| 0.1 0.9 0.3 0.1 0.1 0.6 < "cat" attends to "mat" sat
[0.20.7 0.9 0.4 0.2 0.3 < "sat" attends to "cat" ... Step 3: Weighted combination of Values based on attention

Output, = 0.9xv, + 0.1xv, + 0.2xv; + ... (for "The") Output, = 0.1xv; + 0.9xv, + 0.3%xvs + ... (for "cat") ... Result: Each word's
representation includes context from ALL other words
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Self-Attention Implementation

import torch
import torch.nn as nn
import torch.nn.functional as F

import math

class MultiHeadSelfAttention (nn.Module) :

el  diule  (SElE, e neckl, pnum heeels) s
super (). init ()
self.d model = d model

self.num heads = num_heads
self.head _dim = d model // num_heads

# Linear projections for Q, K, V
self.query = nn.Linear(d model, d model)
self.key = nn.Linear (d model, d model)
self.value = nn.Linear (d model, d model)

self.output = nn.Linear (d model, d model)

def forward(self, x):

batch size, seqg_len, d model = x.shape

# Create Q, K, V matrices

Q = self.query(x) i [lecateh, seg lem, ¢ meckl]

K = self.key(x)

V = self.value (x)

# Reshape for multi-head attention

Q = Q.view(batch size, seq len, self.num heads, self.head dim).transpose(l,
K = K.view(batch size, seq_len, self.num heads, self.head dim).transpose(1l,
V = V.view(batch size, seq len, self.num heads, self.head dim).transpose(1l,

# Compute attention scores
scores = torch.matmul (Q, K.transpose (-2, -1)) / math.sqgrt (self.head dim)
attention weights = F.softmax(scores, dim=-1)

# Apply attention to values

attention_ output = torch.matmul (attention weights, V)

# Concatenate heads and project
attention output = attention output.transpose(l, 2).contiguous ()

attention output = attention output.view(batch _size, seq len, d model)
return self.output (attention output)

# Example usage

model = MultiHeadSelfAttention(d model=512, num heads=8)

sequence = torch.randn (32, 100, 512) # Batch=32, SeqlLen=100, Features=512
output = model (sequence)

print (f"Attention output: {output.shape}") # [32, 100, 512]
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Here's how the magic works: every word (or token) gets three mathematical representations — a query, key, and value. The
transformer computes attention by asking "how much should this word care about every other word in the sequence?" It
does this in parallel across multiple "attention heads," allowing the model to capture different types of relationships
simultaneously — grammatical, semantic, and contextual.

The breakthrough came from abandoning sequential processing entirely. Where RNNs crawl through sequences one step
at a time, Transformers process everything in parallel. This makes them incredibly fast on modern GPUs and allows them to
capture long-range dependencies that would vanish in traditional RNNs.

Transformers in Your Business

Customer Service

ChatGPT, Claude, and enterprise chatbots with natural language understanding

Content Creation

Automated writing, code generation, and creative assets

Data Analysis

Document understanding, contract review, and research synthesis

Software Development

GitHub Copilot and coding assistants for intelligent completion

But there's a catch. Attention scales quadratically — double your document length, and you quadruple the computational
cost. This makes long documents expensive to process and creates a new class of vulnerabilities. When your Al system
accepts natural language input, it becomes vulnerable to prompt injection attacks — malicious instructions disguised as
innocent text.

When Al Goes Wrong: The Hidden Vulnerabilities

Imagine your autonomous vehicle's vision system confidently identifying a stop sign as a speed limit sign — while the sign
looks completely normal to human eyes. This isn't science fiction. It's the reality of adversarial examples, and they're
already being exploited in the wild.

Here's what makes this terrifying: attackers can add invisible modifications to inputs that completely fool neural networks.
Take a photo of a panda, add carefully calculated noise that's imperceptible to humans, and suddenly your CNN is 99%
confident it's looking at a gibbon.

Page 12 of 18



Neural Network Security Risks in Production

53 Prompt Injection [ Risk ] 5 Data Poisoning (Risk ]
What it is: malicious instructions hidden in What it is: training data backdoors model

input behavior

Mitigation cue: strict separation + filtering + Mitigation cue: dataset provenance + anomaly
policies checks

Model Extraction D Membership Inference
What it is: steal model via strategic queries What it is: learn if a record was in training set
Mitigation cue: rate limits + watermarking + Mitigation cue: privacy techniques + output
monitoring controls

Defense-in-depth required; no single control is sufficient.

Figure: Neural network security risks—from adversarial perturbations that fool classifiers to prompt injection attacks that
hijack language models.

Adversarial Attack Process

Original Image Adversarial Noise Adversarial Example (Panda) (Invisible) (Still looks like Panda)

| 1T 1T 1 [ 0®]]
IDOENDOEEDE | e e||v|+ | ERDDEEDEEEE | =|v||\__/| | DooEEamEEE| | |\ ___/|[\/]]
ENEEEREEEEE||\/| I |

' I Neural Network Prediction: Neural Network Prediction: "Panda" (99.7% confidence)
"Gibbon" (99.3% confidence) The adversarial noise is calculated using: x_adv = x + € x sign(V_x L(6, x, y)) Where: - x =

original input - € = small perturbation magnitude - V_x L = gradient of loss with respect to input - sign() = direction of
steepest increase in error
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Fast Gradient Sign Method (FGSM) Attack

import torch

slielehais  isshaniel sl Sha b sleluhitola - TN Oy

def fgsm attack(model, image, label, epsilon=0.1):

Generate adversarial example using Fast Gradient Sign Method
Wi
# Ensure image requires gradient computation

image.requires_grad = True

# Forward pass
output = model (image)

loss = F.cross_entropy(output, label)

# Backward pass to get gradients
model.zero_grad()

loss.backward()

# Collect gradients of the input
data grad = image.grad.data

# Create adversarial example
# Add small perturbation in direction of gradient sign

perturbed image = image + epsilon * data grad.sign()

# Clamp to valid image range [0,1]

perturbed image = torch.clamp (perturbed image, 0, 1)
return perturbed image

# Example: Attack an image classifier
model = SimpleCNN() # Your trained model
erileimal dlneee = tomen.wemem(l, 3, 32, 32) i Origilmal imege

true label = torch.tensor([5]) # True class

# Generate adversarial example

adversarial image = fgsm attack(model, original image, true_ label, epsilon=0.1)

# Test both images
original pred = torch.argmax (model (original image), dim=1)

adversarial pred = torch.argmax (model (adversarial image), dim=1)

e (EYOrilglnal preckiceicong {orilgilnal preel,deam () ™)
print (f"Adversarial prediction: {adversarial pred.item()}")

print (f"Attack successful: {original pred.item() != adversarial pred.item()}")

Page 14 of 18



Adversarial Training Defense

def adversarial training step(model, optimizer, images, labels, epsilon=0.1):

won

Train model with adversarial examples for robustness

model.train ()

# Generate adversarial examples

adv_images = fgsm attack(model, images, labels, epsilon)

# Combine clean and adversarial examples
combined images = torch.cat([images, adv_images], dim=0)
combined labels = torch.cat([labels, labels], dim=0)

# Forward pass on combined batch
outputs = model (combined images)

loss = F.cross_entropy(outputs, combined labels)

# Backward pass and optimization
optimizer.zero grad()
loss.backward ()

optimizer.step ()
return loss.item()

# Training loop with adversarial examples
model = SimpleCNN ()

optimizer = torch.optim.Adam(model.parameters())

Hor Cpoda ln memee (10) 8
for batch idx, (images, labels) in enumerate(train loader) :

loss = adversarial training step(model, optimizer, images, labels)

iiE leaceln debr & 100 =
Pl (' hpecln {cpoca), Bacen {bacen ickk), Lesgs {[(lessg 4E)")

. Security Implications

Prompt Injection: LLMs can't distinguish between developer instructions and user input - it's all just text to them.
Attackers exploit this to bypass safety filters.

Data Poisoning: Malicious training data can backdoor models to behave incorrectly on specific triggers.

Model Extraction: Attackers can steal proprietary models by querying them strategically and reverse-engineering
responses.

Membership Inference: Determine if specific data was used in training, potentially leaking sensitive information.

The scariest part? Attackers use your neural network's own learning mechanism against it. Most adversarial attacks are
gradient-based - they follow the mathematical trail your network uses during training to find the exact input changes that
cause maximum confusion.
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Your defense strategy needs multiple layers since no single technique is foolproof. Adversarial training is your first line of
defense, input sanitization catches obvious attacks, and human oversight prevents critical failures.

Your Neural Network Decision Matrix

il% Perceptron / MLP

CNN
(Convolutional
Neural Network)

RNN /LSTM
(Recurrent Neural
<’ Network / Long

Transformer

Figure: Architecture decision matrix—choose the right neural network based on your data type, performance requirements,

and security considerations.

Short-Term Memory)

Neural Network Decision Matrix

Strengths

Simple to understand & implement.
Universal function approximator
(MLP).

Efficient spatial feature extraction.
Translation invariance, parameter
sharing.

Handles sequential data & time
dependencies. Capable of
remembering past information.

Excellent parallelization, captures
long-range dependencies. State-of-
the-art performance in NLP & vision.

Best Applications

Basic classification tasks.
Tabular data, simple pattern
recognition.

Image recognition, computer
vision. Medical imaging, object
detection.

Natural language processing (NLP),
time series analysis. Speech
recognition, language modeling.

Large language models (LLMs),
machine translation. Generative Al,
advanced NLP & vision tasks.
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Limitations

Limited learning capacity
(Perceptron). Prone to overfitting,
parameter-heavy (MLP).

Struggles with global context.
Adversarial brittleness EXEED-

Vanishing gradient problem (RNN).
Slow to train, sequential processing
difficulty.

High computational cost & resource
intensive (%Y. Vulnerable to

prompt injection attacks



Architecture

Strengths

Applications

Limitations

Perceptron /
MLP

CNN

RNN /LSTM

Transformer

Universal function
approximator; simple
feedforward model; forms basis
of deep learning

Exploits spatial structure;
weight sharing = translation
invariance; fewer parameters
than dense nets

Maintains memory across
sequences; LSTMs handle
long-term dependencies with
gating

Global self-attention captures
long-range dependencies;
highly parallelizable; state-of-
art performance

Continue Your Journey

Generic classification/regression on
fixed-size data; early
vision/classification tasks

Image and video analysis; medical
imaging; any task on 2D/1D grids

Sequential data: language modeling,

translation, speech recognition,
time-series prediction

Large language models, translation,
vision (ViT), reinforcement learning

Requires many parameters for
high-dimensional inputs; no
spatial/temporal structure

Data- and compute-intensive;
vulnerable to adversarial
perturbations; limited use on non-
grid data

Difficult training on long
sequences; inherently sequential
(slow); limited context horizon

Quadratic compute/memory in
sequence length; requires massive
training data; vulnerable to prompt
injection

Ready to go deeper? Here are the essential resources for building production-ready Al systems:

Master the Fundamentals

Deep Learning by Goodfellow, Bengio, and Courville remains the definitive technical reference. It covers MLPs, CNNs, and
RNNs with mathematical rigor.

Understand Security Risks

Start with Goodfellow et al's "Explaining and Harnessing Adversarial Examples" for foundational adversarial attack
research.

Get Current with Transformers

The original "Attention Is All You Need" paper by Vaswani et al. (2017) launched the current Al revolution.

Secure Your Deployments
OWASP's GenAl security project provides practical defense strategies for production systems.

These resources will take you from understanding concepts to building secure, production-ready Al systems. The journey
from perceptrons to Transformers represents decades of breakthrough research — now it's your turn to build the next
generation of intelligent systems.
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Thank You for Reading

Explore more Al security research at perfecxion.ai

This document was generated from perfecXion.ai
For the latest updates, visit the online version
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