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Secure Software Development Lifecycle
(S-SDLC) Timeline

[ Requirements ] ( Design ] [ Implementation J [Test\‘ng J [ Deployment ] Operations ] [ Maintenance

N
7
) Security ) Threat ) Secure coding ) Secure CI/CD @ Incident ) Patching
requirements modeling standards . 3 management i ;
= Config safety ©1 Continuous
&)

A, Abuse cases ) Security-by- 3 SAST
design guardrails

monitoring

[Z) Test planning

@ Secrets
management

Phase: #ef4444  Activity Callout: #06b6d4  |con: #f59e0b
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What are we
{C}} working on?
#374151

Didwedoa What can go
Ea good enough Threat Modeling & wrong?
job? #374151

What will we
do about it?
#374151
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TXHU\ 6(/(&7 LG QDPH VL]H )520 SURGXFWV :+(5( VL]H VL]H

$Q DWWDFNHU FRXOG SURYLGH LQSXW OLNH 25
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7KH TXHU\ XVHV D SODFHKROGHU LOVWHDG RI WKH DFWXDO XVHU LQ!

VWPW  P\VTOL !SUHSDUH 6(/(&7 LG QDPH VL]H )520 SURGXFWV :+(5( VL

7 KR 2V R [EO)S KW LY ERXOE© WIR WIKE SODRDERKROGHU DY B SDUBRRRWIRU
VWPW IELQGBSDUDP V B*(7> VL]IH @

7KH TXHU\ LV H[HFXWHG VDIHO\
VWPW IH[HFXWH

WKH GDWDEDVH ZLOO OLW

(YHQ LI DQ DWWDFNHU SURYLGHYV 235
25

VHDUFK IRU D SURGXFW ZKHUH WKH VL]H LV WKH VWULQJ
SUHYHQWLQJ WKH LQMHFWLRQ DWWDFN
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([DPSOH 85/ KWWSV P\ EDQN H[DPSOH FRP ZHOFRPH"XVHU LPJ VUF [ R

FRQVW SDUDPV QHZ 85/6HDUFK3DUDPV ZLQGRZ ORFDWLRQ VHDUEK

FRQVW XVHU SDUDPV JHW XVHU
FRQVW ZHOFRPH GRFXPHQW TXHU\6HOHFWRU ZHOFRPH

98/1(5%$%/( 7KH XVHU VWULQJ ZKLFK PD\ FRQWDLQ D PDOLFLRXV VFUL!
LV GLUHFWO\ LQVHUWHG LQWR WKH '20 DV +70/
ZHOFRPH LQQHU+70/ C:HOFRPH EDFN A~AXVHU" C
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FIRONAYE SDIUDIRY ©)7Z S8/CHDPUERKIDUDRY ZLOGEGRZ ORFDWLROQ VHDURERX
FRQVW XVHU SDUDPV JHW XVHU
FRQVW ZHOFRPH GRFXPHQW TXHU\6HOHFWRU ZHOFRPH

6(&85( 7KH WH[W&RQWHQW SURSHUW\ HQVXUHV WKDW WKH XVHU LQSX
UHQGHUHG DV OLWHUDO WH[W 7KH EURZVHU ZLOO GLVSOD\ WKH VWULQ
LPJ VUF [ RQHUURU DOHUW ;66 ! LQVWHDG RI HIHFXWLQJ LW
ZHOFRPH WH[W&RQWHQW C:HOFRPH EDFN ~AXVHU  C
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LPSRUW RV
IURP IODVN LPSRUW )ODVN UHTXHVW

DSS )ODVN BBQDPHBB

#ZDSS URXWRH SLOJ
GHl SLOJ
KRVWQDPH UHTXHVW DUJV JHW KRVW
98/1(5%$%/( 8VHU LQSXW LV GLUHFWO\ HPEHGGHG LQ D VKHOO FRPPDQ
$Q DWWDFNHU FRXOG SURYLGH LQSXW OLNH Jpr Ul
FREG | SLQJ F ~"KRVWQDPH"
RV V\VWHP FPG
UHWXUQ 3LQJHG

A

1 OMEEL 21 ¥ @Y é¥A01$i© OF oM¥OE2 MLEL ¥o¥' B ¥»&SM ‘1 Mb 0 @ €1 ®B¥ AB' €10 OME> 1 $1¢
B-1y¥ MoO¥ Mp> EMEM ¥XE'1 My MEE ¥$&0 M M D8 Ob ¥$So@¥o OVE @Y SXE D M2 Mo ¥V
Mo MOSE ¥ MEE ¥$EMD> $¥-¥] 4] X| ¥ E®H¥ 00¥ §

3DJH RI



LPSRUW VXESURFHVYV
IURP IODVN LPSRUW )ODVN UHTXHVW

DSS JODVN BBQDPHBB

#DSS URXWH SLQJ
GHI SLQJ
KRVWQDPH UHTXHVW DUJV JHW KRVW
6(&85( 7KH FRPPDQG DQG LWV DUJXPHQWY DUH SDVVHG DV D OLVW
7KH XVHU SURYLGHG KRVWQDPH LV WUHDWHG DV D VLQJOH OLWHUD
WR WKH SLQJ FRPPDQG HYHQ LI LW FRQWDLQV VKHOO PHWDFKDUDF)
VXESURFHVV UXQ > SLQJ F KRVWQDPH®@
UHWXUQ 3LQJHG
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98/1(5%$%/( 7KH DSSOLFDWLRQ WUXVWV WKH XVHUQDPH SURYLGHG E\ WK
$Q DXWKHQWLFDWHG XVHU DOLFH FRXOG VXEPLW D UHTXHVW ZLWK XVF
WR YLHZ RU XSGDWH ERE V SURILOH

#DSS URXWH XSGDWH DFFRXQW PHWKRGV > 3267 @
GHI XSGDWHBDFFRXQW
DXWKHQWLFDWLRQ FKHFEN SDVVHV
DFFRXQWBQDPH UHTXHVW IRUP JHW XVHUQDPH
DFFRXQWBUHFRUG DFFRXQWBPDQDJHU UHWULHYHBDFFRXQWBGHWDLO

7KLV FKHFN LV PHDQLQJOHVYV IRU DXWKRUL]DWLRQ
LI DFFRXQWBUHFRUG JHWBXVHUQDPH DFFRXQWBQDPH
DFFRXQWBPDQDJHU VDYHBDFFRXQWBFKDQJHY DFFRXQWBUHFRUG

UHWXUQ UHGLUHFW XUOBIRU XVHU
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6(&85( 7KH DSSOLFDWLRQ LJQRUHV DQ\ FOLHQW SURYLGHG ,' DQG XVHV
XVHU ,' VWRUHG VHFXUHO\ LQ WKH VHUYHU VLGH VHVVLRQ

#DSS URXWH XSGDWH DFFRXQW PHWKRGV > 3267 @
GHI XSGDWHBDFFRXQW
*HW WKH FXUUHQWO\ ORJJHG LQ XVHU V ;" IURP WKH VHVVLRQ
ORJIJHGBLQBXVHUBLG VHVVLRQ JHW XVHUBLG
LI QRW ORJJHGBLQBXVHUBLG
DERUW

JHWFK WKH DFFRXQW UHFRUG EHORQJLQJ 21/< WR WKH ORJJHG LQ XVlI
DFFRXQWBUHFRUG DFFRXQWBPDQDJHU UHWULHYHBDFFRXQWBGHWDLO

8SGDWH WKH UHFRUG ZLWK GDWD IURP WKH IRUP
DFFRXQWBPDQDJHU VDYHBDFFRXQWBFKDQJHY DFFRXQWBUHFRUG

UHWXUQ UHGLUHFW XUOBIRU XVHU
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98/1(5%$%/( 7KLV DGPLQLVWUDWLYH URXWH KDV QR DXWKRUL]JDWLRQ FKH
#DSS URXWH DGPLQ LQLW PHWKRGV > 3267 @
GHI UHLQLWLDOL]H
FXUVRU H[HFXWH '523 '$7$%%$6( DQDO\WLFV
UHWXUQ 'DWDEDVH KDV EHHQ GURSSHG
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IURP IODVN LPSRUW VHVVLRQ DERUW

6(&85( 7KH URXWH QRZ FKHFNV IRU D LVBVXSHUXVHU 10DJ LQ WKH VHV
#DSS URXWH DGPLQ LQLW PHWKRGV > 3267 @
GHI UHLQLWLDOL]H
LI QRW VHVVLRQ JHW LVBVXSHUXVHU
. WKH XVHU LV QRW D VXSHUXVHU UHWXUQ D 8QDXWKRUL]JHG HI
DERUW

FXUVRU H[HFXWH '523 '$7$%%$6( DQDO\WLFV
UHWXUQ 'DWDEDVH KDV EHHQ GURSSHG
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LQFOXGH LRVWUHDP!
LQFOXGH FVWULQJ!

N

YRLG YXOQHUDEOH)XQFWLRQ FRQVW FKDU XVHU,QSXW
FKDU EXIIHU> @ JLIHG VL]H EXIIHU Rl  FKDUDFWHUV

98/1(5%$%/( VWUFS\ GRHV QRW FKHFN WKH VL]H RI WKH EXIIHU
W ZLOO ZULWH SDVW WKH HQG RI EXIIHU FRUUXSWLQJ WKH VWDEFEN

VWUFS\ EXIITHU XVHU,QSXW

VWG FRXW %XIITHU FRQWHQW EXIITHU VWG HQGO

LQW PDLQ ~
FRQVW FKDU ORQJ,QSXW 7KLV LV D YHU\ ORQJ VWULQJ
YXOQHUDEOH)XQFWLRQ ORQJ,QSXW %XIIHU RYHUIORZ RFFXUV KHUH

UHWXUQ
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LOFO@XGRHR LRYWURDRI
LQFOXGH VWULQJ! BY[H WKFA & VYWULGQJ OLEUDUY

6(&85( 8VLQJ VWG VWULQJ IRU DXWRPDWLF PHPRU\ PDQDJHPHQW

YRLG VHFXUH)XQFWLRQ FRQVW VWG VWULQJ XVHU,QSXW 7
VWG VWULQJ EXIIHU XVHU,QSXW 1R RYHUIORZ ULVN OHPRU\ LV KD!
VWG FRXW %XIITHU FRQWHQW EXIIHU VWG HQGO

LQW PDLQ A
VWG VWULQJ ORQJ,QSXW 7KLV LV D YHU\ ORQJ VWULQJ
VHFXUH)XQFWLRQ ORQJ,QSXW
UHWXUQ
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LPSRUW MDYD LR

SXEOLF FODVV '"HVHULDOL]JH&RRNLH *
SXEOLF VWDWLF YRLG PDLQ 6WULQJ DUJV>@ ~
WU\ ~
NLOI[E, ©SXWEWURDR LY ©QFRZ )LOR,QSKXWEWURDEP FRRNLHEHY VHU
2EMHFW,QSXW6WUHDP RLV QHZ 2EMHFW,QSXW6WUHDP ILV

98/1(5%$%/( 'HVHULDOL]LQJ DQ REMHFW IURP DQ XQWUXVWHG VR
$Q DWWDFNHU FRXOG FUDIW D PDOLFLRXV FRRNLHV VHU ILOH
ZKHQ GHVHULDOL]JHG H[HFXWHV DUELWUDU\ FRGH

&RRNLH FRRNLH2EM &RRNLH RLV UHDG2EMHFW

6\WWHP RXW SULQWOQ FRRNLH2EM JHWO9DOXH
" FDWFK ,2([FHSWLRQ _ &ODVV1IRW)RXQG([FHSWLRQ H ~
H SULQW6WDFN7UDFH
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6(&85( &RQFHSWXDO ([DPSOH ,PSOHPHQW D ORRN DKHDG GHVHULDOL]!
WKDW RQO\ DOORZV VSHFLILF VDIH FODVVHV WR EH LQVWDQWLDWHG

SXEOLF FODVV 6DIH2EMHFW,QSXW6WUHDP HIWHQGY 2EMHFW,QSXW6WUHDF
SXEOLF 6DIH2EMHFW,QSXW6WUHDP ,QSXW6WUHDP LQ WKURZV ,2([FHSW
VXSHU LQ

#2YHUULGH
SURWHFWHG &ODVV "! UHVROYH&ODVV 2EMHFW6WUHDP&ODVV GHVF WK
2Q0\ DOORZ WKH &RRNLH FODVV WR EH GHVHULDOL]HG
LI GHVF JHW1IDPH HTXDOV &RRNLH FODVV JHW1DPH A
WKURZ QHZ ,QYDOLG&ODVV([FHSWLRQ 8QDXWKRUL]JHG GHVHULDO

UHWXUQ VXSHU UHVROYH&ODVYV GHVF

8VDJH
6DIHZEMHFW,QSXW6WUHDP RLY QHZ 6DIH2EMHFW,QSXW6WUHDP ILV
&RRNLH FRRNLHZ2EM &RRNLH RLV UHDG2EMHFW
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